Recipe 10 - Importing Browser and Server Certificates
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1 Introduction

A certificate is a digital statement issued by an authority that vouches for the identity of the holder of a private
key. A certificate binds a public key to the identity of the person, computer, or service that holds the
corresponding private key. Certificates often contain other information related to the public key, such as identity
information about the entity that has access to a corresponding private key. Certificates are widely distributed,
can be issued by numerous parties, and examined for verification without referring to a centralized database.
The issuer of a certificate is attesting to the validity of the relationship using its public key and a private issued
certificate.

As discussed in the Technical Approach for the Authentication Service Component document, certificates are
needed to properly configure all Agency Applications (AAs). The specific uses for the certificates will differ,
however, depending upon the assurance level of the application (high assurance/low assurance).

For assurance levels 1 & 2, E-Governance Certificate Authority (E-GCA) server certificates are required to
provide a secure, trusted link between the AA and the Credential Service Provider (CSP). Certificates serve
two purposes — to encrypt (and secure) the identity assertion during transmission, as well as to assert the
identities of the servers themselves.

FBCA certificates are required for assurance levels 3 & 4 for Public Key Infrastructure (PKI) identity
management of both the end user and the AA’s web server. End users will present credentials via digital
certificates, which will be verified via path discovery and validation to confirm authenticity and validity. In
exchange, the AA’s web server provides a certificate to reassure the end user that the server is indeed the
legitimate server.

For more information regarding certificates and their role in E-Authentication, please visit the E-Authentication
website at www.cio.gov/eauthentication.

This configuration guide assumes the following:

a. You are familiar with the role of certificates in the architecture

b. You are likely a systems engineer or consultant with integration experience and a strong understanding
of the technical settings which will be changed.

c. You have access (either directly or through another party) to make necessary configuration changes to
any required network configurations, if needed.




1.1  View Installed Certificates through Internet Explorer

One of the first steps in this recipe is to review the certificate “store” on the local computer. This is an
important step, as it familiarizes you (the user) with the process of accessing, viewing, and updating the
certificates on your workstation.

Note: This process is designed for users with Internet Explorer running on a Microsoft Windows platform.

To see imported certificates, open Internet Explorer
® Click on Tools
e  Then click on Internet Options
e Next click on the Content tab (see figure 10-1)
e  Click on Certificates button to view imported certificates (see figure 10-2)

Internet Options

Content &dvisor

R atings help you control the Intermnet conten zan be
m viewed on this cormputer.

Click on Content Tab

Certificates
% |Jze certificates to pozitively identify yourself, certification
@l authorities, and publishers.

[ Clear 551 State ][ LCertificates. . ][ Publishers... ]

Perzanal information \

E AutoComplete stores previous entries AutaCarnpl Click on Certificates

and suggests matches far pou.

Miu:ru:us-:uft_F'ru:ufiIe é.ssistant ghares your My Profile. .
perzanal information.

] ] [ Cancel

Figure 10-1: Using Internet Options to check certificates



After you click on the Certificates button, a window similar to Figure 10-2 will display, revealing the various
certificates. Installed certificates belonging to the current user are visible under the Personal tab. You can add
more certificates to the Personal category if you are logged in as the Administrator. Other People refers to the
other users on the computer. See Windows information on associating certificates with specific users.
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Figure 10-2: List of Certificates



2 Importing User Certificates into a Browser

Now that you’re familiar with where certificates are stored on your local machine and how to gain access to
them, the next step is to actually import your certificate for use with your web browser.

If it’s not already open, double click on the Certificate file that you want to import into your browser.
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Figure 10-3: Import Certificate



The certificate properties will display, as shown in figure 10-4. After the Certificate properties window
displays, click on the Install Certificate button.

Certificate

General | Details | Certification Path

=1 Certificate Information
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+ 0|l application paolicies

Click on Install certificate

Issued to:  Rook Agency

Issued by: FRook Agency

valid from 5/25/1996 to 12/31/2039

Install Certificate. | | Issuer 5tz

Figure 10-4: Certificate Information



After you click on the Install Certificate button, the Certificate Import Wizard will start up, as shown in figure
10-5. This wizard will walk you through the process of importing your certificate.

Certificate Import Wizard E|
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Figure 10-5: Certificate Import Wizard

After the wizard starts, click on Next.



When the certificate store options display, allow Windows to automatically select a certificate store. Select
Automatically select the certificate store based on the type of certificate, and click on Next.

Certificate Import Wizard E|
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Figure 10-6: Certificate Store
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Completing the Certificate Import

Wizard

You hawe successfully completed the Cerkificate Impart
wizard,

You have specified the Following setkings:
Cettificate Store Selecked  Aukomatically determined by &

onkent Certificate
Click on Finish
£ b
< Back H Finish l [ Cancel

Figure 10-7: Complete the Certificate Import Wizard

Click on Finish to complete the import wizard. If the import was successful, a window will display, as shown in

figure 10-8.
Certificate Import Wizard E|

L.}
\14) The impark was successful,

Figure 10-8: Successful Import

After you click on OK, you will be finished importing the user certificate into your browser.



2.1 Importing a PKCS #12 User Certificate

PKCS #12 certificates are a type of certificate that combines both private and public key certificates. The PKCS
12 file is protected by a password, which is made by the creator of the file. To import a PKCS12 Certificate into
your browser, start by double clicking on the PKCS12 Certificate you want to import, the Import wizard will
begin running.
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Figure 10-9: Select PKCS12 Certificate



Click Next to begin working with the Certificate Import Wizard.
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Figure 10-10: Cert Import Wizard

10



The file you double clicked should already be in the file name box, but if not, click on the Browse button and

select the certificate file you
button.

want to import. After you have selected your PKCS #12 file, click on the Nex?
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Figure 10-11: Select file to import
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To import a PKCS #12 certificate, you must have the password. The password is created when the certificate is

made. Enter the password and click on the Nex? button.

Certificate Import Wizard
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Figure 10-12: Enter Password
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After you enter the password, choose to automatically select the certificate store based on the type of certificate.
After selecting automatic, as shown in figure 10-13, click on the Next button.
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Certificate Store
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Figure 10-13: Certificate Store
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After selecting store settings, click on the Finish button, as shown in figure 10-14.

Certificate Import Wizard @

Completing the Certificate Import
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Figure 10-14: Complete the Import Wizard
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After you click on the Finish button, a window will display asking if you want to add the certificate to the Root
Store. The certificate is detailed in this window, as shown in figure 15 below.

Click on Yes when the Root Certificate Store window displays.

Root Certificate Store .

"'_-, Do o wank ko ADD the Following certificate to the Roak Skore?
L

Subject : infa@enspier.net, First COP Ch, COP Test, General Services Administration, YWashington, Districk of
Colurmbia, 1S

Issuer : Self Issued

Time Walidity : Wednesday, April 07, 2004 through Thursday, April 0F, 2005
Serial Murnber ; 00

Thumbgprint {shal) : 2450DBE5E BAOSEE3E 73940B50 DESTEL AS SA9)
Thumbprink (mdS) : 44193009 DS2533F7 DFFEZ 144 019C

Click on Yes

Figure 10-15: Root Certificate Store

If the import wizard worked, and the certificate was imported into your browser, a notification window will
display, as shown in figure 10-16.

Certificate Import Wizard E'

. | J The impork was successful,

Figure 10-16: Complete the Import Wizard
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3 Configure IIS server for SSL with Client Authentication

Before attempting to obtain a Certificate Authority server certificate, use section 3.1 to create a certificate
request. Once the request is created, send it to your Agency Relationship Manager and proceed to section 3.2.

3.1  Create a Server Certificate Request
The first step for creating a server certificate request is running Internet Services Manager. Goto:
e  Start
*  Programs
¢  Administrative Tools
e Internet Services Manager

After you click on Internet Services Manager, an Internet Information Services screen will display, as shown
below.

¥E Internet Information Services o ] [

| action  view |J1--h| |||§HE|}III|
Compuker | Local | Conneckion Type | Skatus
B cerverd Yes TCRIP

- Default Web Site
o8 Administration Web Site
- Default SMTP Yirtual Server

Figure 10-17: Complete the Import Wizard
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Choose the Server name and the web site you want to configure by navigating the left pane. Right click on the
server you will configure. Ensure that the IIS sever is not running, and click on Stop if so.

nternet Information Services

| action  View |J4--b| ||@|Jﬂ| P m oIl

Tree I Camputer | Local | Cannection Type | Skatus

% iInternet Information Services! B+ servers es TCR{IP
= E) * serverd
-8 Default Web Site
- Administration Web Site

+ & E

atark

< Make sure IIS is not

T running

(K=
Refrash

Properkies

Help

|Stu:||:| the server

Figure 10-18: Complete the Import Wizard
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Right click on the website you want to configure and click on Properties. A window with website properties
will display, as shown in Figure10-19. Once the web site properties window displays, click on the Directory
Security tab and click on the Edit button.

Default Web Site Properties i 2 =]

“Wieb Site | Operators I Perfarmance I |S&P| Filters I Horme Directory I Documents
Directorny Security | HTTP Headers I Custarm Errors I Server Extenzionz

—Aponymous access and authentication contraol

Enable anonumous access and edit the
w authentication methods for thiz resource. B

—|P addresz and domain name restichions

IF addreszes or intermet domain names.

@ Grant or dery access to this rezource uzing

Click on Directory Edi...
Security tab

— Secure communications

Require secure communications and
enable chent certificates when thiz
regolrce iz acceszed.

Server Certificate. . |

Wiew Certificate... I

o Click on Edit button
di

k. Cancel Apply Help |

Figure 10-19: Complete the Import Wizard
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After you click on the Edit button, the window shown below will display.

Authentication Methods X|

Mo uzer name/pazsword required to access this resource.

Account used for anonymous access: Edit... |

—Authenticated access
For the fallowing authentication methods, uzer name and passwaord are

reguired when
- ahonymous access iz dizabled, ar q q
- access iz restricted using MTFS access control lists Makeuﬂ'g:Etg:(sEgox IS

[ Baszic authentication [password is sent in c

Select a default domain;

¥

ntegrated *indows authentication

| ] I Cancel Help

Figure 10-20: Authentication Methods

Clear the Integrated Windows Authentication checkbox, and then click OK. You will be back at the web site
properties dialogue box, displayed in figure 10-19, above. Next, click on Server Certificate.
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Web Server Wizard will appear, as shown in figure 10-21 below. The Web Server Certificate Wizard will
automate some of the steps for creating server certificate requests. When figure 21 displays click Next.

Welcome to the Web Server Certificate Wizard. x|

Welcome to the Web Server

% Certificate Wizard
Y

This wizard helps vou create and administer server
certificates used in secure Web communications
behween your server and a cliert.

Status of your web server:

Your Web Server doesn't have a certificate installed
and you don't have any pending requests.
Certificate ‘Wizard will help you to create a new
certificate for this Web Server or attach to an
existing certificate,

To continue, click Nest.

< Back l Mest > I Cancel |

Figure 10-21: Web Server Certificate Wizard

There are three methods for assigning a certificate to a Web site. Make sure you select Create a new certificate
and then hit the Next button.

115 Certificate Wizard

Server Certificate
There are three methods for assigning a certificate to a Web site.

Select the method pou want to use far thiz web site:

" Assign an existing certificate

" Import a certificate from a Key Manager backup file.

< Back I MHext » I Cancel |

Figure 10-22: Web Server Certificate Wizard

20



Select Prepare the request now, but send it later and then click on the Next button. The Name and Security
Settings window will display.

115 Certificate Wizard x|

Delayed or Immediate Request
“f'ou can prepare a request to be sent later, or you can send one
irnrnediately.

Do you want to prepare a certificate request to be sent later, or do you want to send it
immediately to an online certification authaority?

& Prepare the request now, but send it later

" Ser

< Back | MHext > I Cancel |

Figure 10-23: Delayed or Immediate Request

Choose an easy to remember name for the website for which you want to create the certificate. Select a bit
length of 2048, then click on the Next button.

115 Certificate Wizard

Hame and Security Settings
Your new certificate must have a name and a specific bit length.

Tupe a name for the new cetificate. The name should be easyp for pou to refer to and
remember.

Mame: :
Default Web Site < Name the site

The bit length of the encryption key determines the cerificate’s encryption strength,
The greater the bit length, the stronger the securty. However, a greater bit lenagth may
decreaze performance.

Bit length: Select 2048 for key
|2048 vl < bit length

[ Server Gated Cryptography [SGC) certificate (for expart wersions only)

< Back I Hewut » I Cancel

Figure 10-24: Name and Security Settings
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Your certificate must include information about your organization that makes it easier to distinguish it from
similar organizations. Select or type your organization’s name and your organizational unit or department, then
click Next.

II5 Certificate Wizard

Organization Information
'our certificate must include infarmation about your arganization that
digtinguishes it from other organizations.

Select or kype your organization's name and pour organizational unit. This iz tpically the
legal name of pour organization and the name of pour divizsion or department.

For further information, consult certification autharity's 'web site.

Organization:

ID rgl LI
Organizational wnit:

|Unitt] =l

< Back I MHext > I Cancel

Figure 10-25: Organization Information

Select a common name, but ensure that this is the full DNS name of the server. Click on Next after you choose
a name. Example: server50.interoplab.gov

I1S Certificate Wizard

Your Site’z Common Name
Tour Web zite's common name iz it fully qualified domain name.

Type the common name for your site, [F the zerver iz on the Internet, uze 3 valid DMS
name. If the server iz on the intranet, you may prefer to use the computer's MetBlIOS
hame.

If the common name changes, you will need to obtain a new certificate.

Common name;

Example:
server50.interoplab.gov

< Back I MHeut » I Cancel

Figure 10-26: Your Site’s Common Name
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Fill out information about your location, and then click on Next.

115 Certificate Wizard

Geographical Information
The certification authority requires the following geographical information,

LCountry/Region;

State/province:
| =
Cityloceality:

| R4

State/province and City/locality must be complete, official names and may not contain
abbreviations.

< Back I et » Cancel

Figure 10-27: Geographic Information
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After you enter your geographic information, you will be prompted to enter a filename for the certificate
request. Choose a name or browse to find the most desirable location to store this file.

Default Web Site Properties y- 21xl

wieh Site | Operators I Peiformance I ISAP] Filers I Hame Directary I Documents I
Directory Security | HTTP Headers | Custom Errors I Server Extensions |

~Anorymos access and authentcaiion coniral—————————— A —

Enable anonymous access and edit the Savein: IQ Local Disk [C:] j = EF '
w authentication methods for this resource. Edit

|_IDocuments and Settings @ System Yolume Information

Lo lEaa CawInmT
I address and domain name restriction | 1Enteqrity CawuTemp
Grant or deny access to this rezource using | netpub
@ IF addresses or internet domain names. " intel
| liplanet

Edit... |_lizsdkl 4.2_01

| Jjakarta-tomeat-4.1,29
| IProgram Files

— Secure communication

S _IRECYCLER
Require secure communications and . Corif =
enable client certificates when this S iy Ll shared
Tesource is accessed. 7 =
Wiew Certific
115 Certificate Wizard ]
- - File name: - Save I
Certificate Request File Name J
“Your certificate request is saved as a tewt file with the file name you Save as lype: ITEHt Files [* bxt) j Cancel |

zpecify. %

Enter a file name far the certificate request.

File name:

choertreq it

Browsze

Enter a file name. Click on
Browse to navigate a
location to save the file

¢ Back | Mext > | Cancel |

Figure 10-28: Certificate Request File Name
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After you name the file and location, you will have an opportunity to review the information you entered. To
change something, click on the Back button, otherwise click on Next.

II5 Certificate Wizard

Request File Summary
Y'au have choszen to generate a request file.

T o generate the fallowing request, click Mest.
File name: o hcerteg.txt

'our request containg the following information:

lezued To zerverd

Friendly Mame Drefault Wwieh Site
Country # Region s

State / Province uza

City zt cloud
Organization Orgl
Organizational Linik Urit1

¢ Back

Cancel |

Figure 10-29: Request File Summary

When you are satisfied with the information you entered, click on Finish to exit the certificate wizard.

IIS Certificate Wizard |
Completing the Web Server
<[l Certificate Wizard ;
N Location
“ou have successfully completed the \web Server where newly

Certificate wizard. & certificate request was created
zaved ta the file/ created cert
is saved

choertreq.

Send or e-mail this file to your certification autharity, veho will
zend you & responze file containing pour new certificate.
Riestart this wizard to attach the new certificate ta pour
SEIVer

Click here

for a list of certification authorities wha offer services for
Microsoft products.

To close this wizard, click Finish.

LCarice|

< Back

Figure 10-30: Finish the Cert Wizard
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3.2  Import Server Certificate into IIS

Before you can begin section 3.2, send the certificate request created in 3.1 to your CA. Save the certificate
returned by the CA in an appropriately named file, for example, c:\certl.cer

After you have the certificate returned by the CA, you will import a server certificate into IIS by running
Internet Services Manager. Select:

e  Start

®  Programs

¢  Administrative Tools

e Internet Services Manager

After you click on Internet Services Manager, an Internet Information Services screen will display, as shown
below.

¥E Internet Information Services o ] [

| action  Wiew |J4--h| ||@HE|}III| |
Compuker | Local | Conneckion Type | Skatus
* serverd Yes TCRJIP

- 2] * serverd
[+ Default web Sie

-8 Administration Web Site
[+ Defaul SMTP Yirtual Server

Figure 10-31: Complete the Import Wizard
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Choose the Server name and the web site you want to configure by navigating the left pane. Right click on the
server you will configure. Ensure that the IIS sever is not running, and click on Stop if so.

nternet Information Services

| action  View |J4--b| ||@|Jﬂ| P m oIl

Tree I Camputer | Local | Cannection Type | Skatus

% iInternet Information Services! B+ servers es TCR{IP
= E) * serverd
-8 Default Web Site
- Administration Web Site

+ & E

atark

< Make sure IIS is not

T running

(K=
Refrash

Properkies

Help

|Stu:||:| the server

Figure 10-32: Complete the Import Wizard
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Right click on the website you want to configure and click on Properties. A window with website properties
will display, as shown below. Once the web site properties window displays, click on the Directory Security
tab.

Default Web Site Properties i 2 =]

“Wieb Site | Operators I Perfarmance I |S&P| Filters I Horme Directory I Documents
Directorny Security | HTTP Headers I Custarm Errors I Server Extenzionz

fnnnymnus accesz and authentication control

authentication methods for thiz resource.

! ; Enable anonumous access and edit the

e Lo

Click on Server

—|P addresz and domain name restichions Certificate...
button
Grant or dery access to this rezource uzing
IF addreszes or intermet domain names.
Click on Edit.. / |
Directory 7
Security /
tab IECUNE communications
Require secure communications and 5 celbii |
enable chent certificates when thiz aerver Lertificate...
regolrce iz acceszed. : g
Wiew Certificate... |
Edi.. |
k. Cancel Apply | Help |

Figure 10-33: Complete the Import Wizard
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Once in the Directory Security section, click on the Server Certificate button. The Web Server wizard will
appear, click Next and follow the steps below.

Select Process the pending request and install the certificate, then click Next.

Enter path name of the file containing the certification authority’s response, click Open.
Click Next.

Click Finish.

Click Edit in the Secure Communications section.

Click Require secure channel SSL, click require 128-bit encryption.

Click Require client certificates, and then click OK.

After you click OK, click on Web site tab. The SSL port has been changed to 443.

For inheritance overrides, click OK

Click OK

Stop and then start IIS
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